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SYSTEMS AND METHODS FOR FACILITATING COMMERCIAL 
TRANSACTIONS BETWEEN PARTIES RESIDING AT REMOTE LOCATIONS 

FIELD OF THE INVENTION 

The present invention generally relates to online financial transactions and, 
more particularly, to the facilitation of commercial transactions between parties residing 
at remote locations, as in the case of transactions between users of a distributed 
computer network. 

BACKGROUND OF THE INVENTION 

The advent of the Internet has rendered electronic commerce (e-commerce) 
one of the fastest growing segments of the global economy. The growth of e- 
commerce is due, in part, to the ever-expanding array of goods and services available 
to online users and the ease with which Internet access can be obtained. Each year, 
as general use of, and familiarity with, the Internet becomes more pervasive, the 
number of commercial transactions facilitated by the Internet is expected to escalate 
dramatically. The Internet is easily accessible, and the products and services available 
to users of the network are virtually limitless. In addition to allowing large merchants to 
sell products and services, the Internet offers a platform through which geographically 
remote small merchants and individuals can easily conduct a variety of transactions 
with each other. Thus, the Internet represents an opportunity for the exercise of 
unparalleled consumer purchasing power. 

However, a number of hurdles impedes the typical Internet user from engaging 
in a variety of online transactions and, therefore, from effectively leveraging this 
purchasing power. As the number and scope of transactional opportunities available 
to Internet users expand, individual users seeking to exploit these opportunities are 
squarely confronted with the significant challenge of transferring and receiving 
monetary value online, regardless of whether the transfer and/or receipt of monetary 
value culminates in an online sales transaction or whether it effects a simple funds 
transfer between individual users. While the Internet has become an extraordinarily 
efficient mechanism for the dissemination of information, the development of effective, 
secure means for engaging in online transactions for value has proved problematic 
and has been a significant factor in slowing the acceptance and growth of e- 
commerce. 
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Generally, methods of transferring and receiving funds for online transactions 
can be separated into two broad categories: online and off-line. Online methods of 
transferring funds typically include transactions involving either the transmission of 
credit card information or the use of some form of digital cash. However, many 
5 individual Internet users are acutely aware that the transmission of credit card numbers 
over the Internet carries the risk of theft from unscrupulous computer hackers and 
thieves who have the ability to tap into servers connected to the Internet. Since credit 
card numbers typically comprise sixteen-digit numbers having a publicly known 
pattern, once a computer hacker has accessed an appropriate server, the hacker can 

10 simply search the server for messages containing numbers having a recognized 
pattern and enjoy a fair degree of confidence that the results of such a search will yield 
messages that likely correspond to valid credit cards. Off-line methods are usually 
safer in this regard, as they may require that a check or some other cash equivalent, 
such as a money order, be sent through the mail. Nevertheless, this latter approach is 

15 generally cumbersome, time consuming, and commonly perceived as troublesome to 
the average Internet user. Moreover, none of these methods, either online or off-line, 
sufficiently addresses the logistics involved in satisfactorily coordinating both the 
transfer of monetary value from a first user to a second user and the transfer of goods, 
services, or other value from the second user to the first user. 

20 Another hurdle that often impedes widespread acceptance of commercial 

transactions between individual Internet users is that, since the Internet facilitates 
remote person-to-person communication, most online transactions suffer from a 
tenuous connection between the parties to the transaction. For example, unlike the 
experience provided by conventional 'brick and mortar' stores, in the case of a typical 

25 online transaction involving the purchase of goods, online purchasers generally do not 
interact personally with sellers and often do not receive the same level of customer 
service due to the nature of the seller involved in the transaction, as well as the 
character of Internet communications. Although purchasers and sellers occasionally 
can communicate effectively either online or by telephone, purchasers often cannot 

30 examine the quality of the goods that they are interested in purchasing. Frequently, an 
individual purchaser's inability to inspect the goods prior to remitting payment and/or 
the purchaser's lack of knowledge of the seller's integrity, in conjunction with other 
factors, creates sufficient apprehension in a purchaser's mind to derail an intended 
online purchase. Moreover, even if an individual purchaser overcomes an initial 
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hesitancy and decides to engage in a online transaction with an individual seller, the 
nature of the transaction is such that the purchaser generally has little recourse in the 
event that the seller fails to deliver the goods or services as promised or that the goods 
or services are damaged or otherwise misrepresented. Conversely, the seller also has 
5 little recourse should the purchaser ultimately decide to abandon the transaction. 

In the context of commercial transactions conducted between individual Internet 
users, an additional shortcoming of conventional payment schemes is that there are 
few ways for an individual purchaser to transfer monetary value to an individual seller, 
with the exception of cash, such that the seller may use the value transferred without 

10 first processing the transfer instrument by, for example, depositing the instrument with 
a bank or converting it into cash. In other words, the recipient of a check or other 
negotiable instrument must use a financial institution to mediate the conversion of the 
transferred value into value that the recipient can use in its own behalf. Furthermore, 
using conventional means for transferring currency between individuals, a seller may 

15 not receive financial tender until two to four weeks after performance of a service or 
shipment of the goods to the individual purchaser. Moreover, since a seller frequently 
has inventory costs associated with the particular goods offered for sale, this can result 
in the loss of valuable interest, pending the arrival of a payment through the mail 
and/or sufficient time for a bank deposit of that payment to clear the seller's bank 

20 account. 

Furthermore, in the case of an online seller who is not a large merchant and 
who generally is not capable of accepting credit card payments, the ability to engage in 
a particular transaction with another Internet user may necessitate that the seller enter 
into an agreement with a credit card issuer to enable the seller to receive monetary 

25 value from the other Internet user. Not only are such agreements time consuming and 
costly, but conducting a financial transaction in accordance with such an agreement 
often requires the seller to communicate confidential information, such as credit card 
numbers, to third parties, such as credit card issuers, thereby risking the security of the 
confidential information. Although alternative payment schemes, such as digital 

30 money systems (e.g., DigiCash, e-Cash, etc.) are readily envisioned, most are still in 
the early stages of development and no standards regarding their use have been 
established as of yet. 

Significantly, the foregoing factors frequently adversely impact an individual 
user's willingness to engage in online commercial transactions at all. Thus, the volume 
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of conventional online and ott-line transactions tor exchanging monetary value is 
reduced. These losses may be due either to the individual seller's inability to process 
credit card transactions or to the individual purchaser's apprehension regarding 
acceptance of the risks associated with remitting online payments. Consequently, 
5 there is a need for systems and methods which enable remote individuals, such as 
Internet users, to transfer monetary value in exchange for goods, services, or other 
value in a secure manner. There is also a need for systems and methods which 
enable remote individuals to receive monetary value from each other and to utilize the 
value represented by the funds transfer immediately. There is also a need for systems 

10 and methods which enable individuals who do not typically process credit card 
transactions to receive monetary value from other individuals without being required to 
communicate confidential information to a third party and possibly risking a breach in 
the security of such information. There is an additional need for systems and methods 
which permit an individual seller to receive pre-authentication or pre-authorization of an 

15 individual purchaser's ability to transfer sufficient funds to complete a commercial 
transaction. There is also a need for systems and methods which reduce the risks 
associated with commercial transactions between remote individuals. Finally, there is 
also a need for systems and methods which provide dispute resolution mechanisms to 
remote individuals engaging in commercial or financial transactions conducted, for 

20 example, over a distributed computer network. 

SUMMARY OF THE INVENTION 

The present invention facilitates commercial transactions involving the 
exchange of monetary value for goods, services, or other value between remote 

25 individuals, such as users of a distributed computer network or Internet users. The 
present invention provides remote sellers with an irrevocable means of receiving funds 
from a remote purchaser; means for improving purchaser willingness to transact with 
an unknown party; transaction tracking; and rapid funds availability. The present 
invention also provides remote purchasers with means for making a secure, 

30 confidential transfer of funds; means for immediate initiation of shipment by a seller; 
means for releasing funds to a seller only after approval of the goods, services, or 
other value received from the seller; means for demonstrating proof of payment; and 
means for having some level of recourse against a remote seller. 
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More particularly, the invention facilitates commercial transactions by suitably 
coordinating the transfer of financial tender from a financial account associated with a 
first party to a financial account associated with a second party in exchange for the 
transfer of goods, services, or other value from a second party to a first party. The 
5 system includes registering a first party with a transaction mechanism; registering a 
second party with the transaction mechanism; receiving, from at least one of a first 
party and a second party, a request to debit a financial account associated with the 
first party to effectuate a transaction between the first party and the second party; 
receiving, from at least one of a first party and a second party, transaction information 

10 relating to the transaction; determining whether the transaction is acceptable, wherein 
the determination of acceptability is based upon at least one of the transaction 
information and the request to debit the financial account of the first party; debiting 
funds from the financial account of the first party, and holding the corresponding funds 
in an escrow account until an escrow event has transpired; releasing the funds from 

1 5 the escrow account and disbursing the funds to a financial account associated with the 
second party; and crediting funds to the financial account of the second party. 

Registration of either a first party or a second party may include providing the 
transaction mechanism with a suitable financial account identifier, such as a card 
number, demand deposit account (DDA) number, or any suitable part of the number, to 

20 identify the financial account of either the first party or the second party. Moreover, 
transaction information received from at least one of the first party and the second 
party can include a financial account identifier associated with the financial account of 
the first party. Furthermore, a request for a value-added service can be received from 
the first party and/or the second party, and receiving the request for a value-added 

25 service can further include receiving a request for a value-added service such as 
insurance, dispute resolution, postal tracking, and/or the like. Additionally, determining 
whether the transaction is acceptable can further include a credit risk analysis and/or a 
fraud detection analysis. 

30 BRIEF DESCRIPTION OF THE DRAWINGS 

Additional aspects of the present invention will become evident upon reviewing 
the non-limiting embodiments described in the specification and the claims taken in 
conjunction with the accompanying figures, wherein like numerals designate like 
elements, and: 
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FIG. 1 is an exemplary schematic diagram ot a prior art system tor conducting a 
commercial transaction between parties who are remotely located from one another; 

FIGS. 2-4 are schematic block diagrams illustrating exemplary transaction 
systems in accordance with various aspects of the present invention; 

FIG. 5 is a schematic block diagram of an exemplary transaction mechanism in 
accordance with the present invention; 

FIG. 6 is a flowchart representing an exemplary commercial transaction in 
accordance with the present invention; 

FIG. 7 is a flowchart of an exemplary transactional mechanism in accordance 
with the present invention; 

FIG. 8 is a schematic block diagram of the process flow for an exemplary 
transaction system in accordance with the present invention; 

FIG. 9 is a schematic relational diagram associating exemplary actors and 
exemplary transaction processes in accordance with the present invention; 

FIG. 10 is an exemplary interface for facilitating user registration with the 
transaction mechanism; 

FIG. 11 is an exemplary interface for facilitating user login with the transaction 
mechanism; 

FIG. 12 is an exemplary interface for facilitating transaction initiation; 

FIG. 13 is a flowchart representing an exemplary seller-initiated transaction; 

FIG. 14 is an exemplary interface for facilitating the entry of transaction 
information by a user; 

FIG. 15 is an exemplary interface depicting an exemplary transaction invoice; 

FIG. 16 is an exemplary interface for informing a user of the cancellation of a 
transaction; 

FIG. 17 is a flowchart representing an exemplary purchaser transaction 
confirmation; 

FIG. 18 is an exemplary interface for facilitating the entry of transaction 
information by a user; 

FIGS. 19A and 19B represent an exemplary interface depicting an exemplary 
transaction invoice; 

FIG. 20 is an exemplary interface for informing a user of the non-acceptance of 
a transaction; 
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FIG. 21 illustrates an exemplary transaction mechanism in accordance with 
various aspects of the present invention; and 

FIG. 22 represents an exemplary system for processing the submission of 
financial transactions. 

5 

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS 

The present invention may be described herein in terms of functional block 
components, screen shots, optional selections, and various processing steps. It 
should be appreciated that such functional blocks may be realized by any number of 

10 hardware and/or software components configured to perform the specified functions. 
For example, the present invention may employ various integrated circuit components, 
e.g., memory elements, processing elements, logic elements, look-up tables, and the 
like, which may carry out a variety of functions under the control of one or more 
microprocessors or other control devices. Similarly, the software elements of the 

15 present invention may be implemented with any programming or scripting language 
such as C, C++, Java, COBOL, assembler, PERL, or the like, with the various 
algorithms being implemented with any combination of data structures, objects, 
processes, routines or other programming elements. Further, it should be noted that 
the present invention may employ any number of conventional techniques for data 

20 transmission, signaling, data processing, network control, and the like. For a basic 
introduction to cryptography, please review a text written by Bruce Schneider which is 
entitled "Applied Cryptography: Protocols, Algorithms, And Source Code In C, w 
published by John Wiley & Sons (second edition, 1996), which is hereby incorporated 
by reference. 

25 It should be appreciated that the particular implementations shown and 

described herein are illustrative of the invention and its best mode and are not 
intended to otherwise limit the scope of the present invention in any way. Indeed, for 
the sake of brevity, conventional data networking, application development, and other 
functional aspects of the systems (and components of the individual operating 

30 components of the systems) may not be described in detail herein. Furthermore, the 
connecting lines shown in the various figures contained herein are intended to 
represent exemplary functional relationships and/or physical couplings between the 
various elements. It should be noted that many alternative or additional functional 



7 



WO 01/33522 



PCT/USOO/30483 



relationships or physical connections may be present in a practical electronic 
transaction system. 

It will be appreciated that many applications of the present invention could be 
formulated. One skilled in the art will appreciate that the network may include any 
system for exchanging data or transacting business, such as the Internet, an intranet, 
an extranet, WAN, LAN, satellite communications, and/or the like. The users may 
interact with the system via any input device such as a keyboard, mouse, kiosk, 
personal digital assistant, handheld computer (e.g., Palm Pilot®), cellular phone, 
and/or the like. Similarly, the invention could be used in conjunction with any type of 
personal computer, network computer, workstation, minicomputer, mainframe, or the 
like running any operating system such as any version of Windows, Windows NT, 
Windows 2000, Windows 98, Windows 95, MacOS, OS/2, BeOS, Linux, UNIX, or the 
like. Moreover, although the invention is frequently described herein as being 
implemented with TCP/IP communications protocols, it will be readily understood that 
the invention could also be implemented using IPX, Appletalk, IP-6, NetBIOS, OSI, or 
any number of existing or future protocols. Moreover, the system contemplates the 
use, sale, or distribution of any goods, services, or information over any network 
having similar functionality described herein. 

The customer and merchant may represent individual people, entities, or 
businesses. Although labeled as a "bank," the bank may represent other types of card 
issuing institutions, such as credit card companies, card sponsoring companies, or 
third party issuers under contract with financial institutions. It is further noted that other 
participants may be involved in some phases of the transaction, such as an 
intermediary settlement institution, but these participants are not shown. 

Each participant is equipped with a computing system to facilitate online 
commerce transactions. The customer has a computing unit in the form of a personal 
computer, although other types of computing units may be used, including laptops, 
notebooks, hand held computers, set-top boxes, and the like. The merchant has a 
computing unit implemented in the form of a computer-server, although other 
implementations are possible. The bank has a computing center shown as a main 
frame computer. However, the bank computing center may be implemented in other 
forms, such as a mini-computer, a PC server, a network set of computers, and/or the 
like. 
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The computing units are connected with each other via a date communication 
network. The network is a public network and assumed to be insecure and open to 
eavesdroppers. In the illustrated implementation, the network is embodied as the 
internet. In this context, the computers may or may not be connected to the Internet at 
5 all times. For instance, the customer computer may employ a modem to occasionally 
connect to the Internet, whereas the bank computing center might maintain a 
permanent connection to the Internet. It is noted that the network may be implemented 
as other types of networks, such as an interactive television (ITV) network. 

The merchant computer and the bank computer are interconnected via a 
10 second network, referred to as a payment network. The payment network represents 
existing proprietary networks that presently accommodate transactions for credit cards, 
debit cards, and other types of financial/banking cards. The payment network is a 
closed network that is assumed to be secure from eavesdroppers. Examples of the 
payment network include the American Express®, VisaNet®, and the Veriphone® 
1 5 networks. 

The electronic commerce system is implemented at the customer and issuing 
bank. In an exemplary implementation, the electronic commerce system is 
implemented as computer software modules loaded onto the customer computer and 
the banking computing center. The merchant computer does not necessarily require 

20 any additional software to participate in the online commerce transactions supported 
by the online commerce system. 

A customer account number generally is between fifteen and nineteen digits 
long and is frequently a sixteen-digit credit card number. Credit card numbers comply 
with a standardized format, usually having four spaced sets of numbers, as 

25 represented by the number "0000 0000 0000 0000". The first five to seven digits are 
reserved for processing purposes and identify the issuing bank, card type and etc. 
The last, sixteenth digit is used as a sum check for the sixteen-digit number. The 
intermediary eight-to-ten digits are used to uniquely identify the customer. 

As will be appreciated by one of ordinary skill in the art, the present invention 

30 may be embodied as a method, a data processing system, a device for data 
processing, and/or a computer program product. Accordingly, the present invention 
may take the form of an entirely software embodiment, an entirely hardware 
embodiment, or an embodiment combining aspects of both software and hardware. 
Furthermore, the present invention may take the form of a computer program product 
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on a computer-readable storage medium having computer-readable program code 
means embodied in the storage medium. Any suitable computer-readable storage 
medium may be utilized, including hard disks, CD-ROM, optical storage devices, 
magnetic storage devices, and/or the like. 

The present invention is described below with reference to block diagrams and 
flowchart illustrations of methods, apparatus (e.g., systems), and computer program 
products according to various aspects of the invention. It will be understood that each 
functional block of the block diagrams and the flowchart illustrations, and combinations 
of functional blocks in the block diagrams and flowchart illustrations, respectively, can 
be implemented by computer program instructions. These computer program 
instructions may be loaded onto a general purpose computer, special purpose 
computer, or other programmable data processing apparatus to produce a machine, 
such that the instructions which execute on the computer or other programmable data 
processing apparatus create means for implementing the functions specified in the 
flowchart block or blocks. 

These computer program instructions may also be stored in a computer- 
readable memory that can direct a computer or other programmable data processing 
apparatus to function in a particular manner, such that the instructions stored in the 
computer-readable memory produce an article of manufacture including instruction 
means which implement the function specified in the flowchart block or blocks. The 
computer program instructions may also be loaded onto a computer or other 
programmable data processing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable apparatus to produce a computer- 
implemented process such that the instructions which execute on the computer or 
other programmable apparatus provide steps for implementing the functions specified 
in the flowchart block or blocks. 

Accordingly, functional blocks of the block diagrams and flowchart illustrations 
support combinations of means for performing the specified functions, combinations of 
steps for performing the specified functions, and program instruction means for 
performing the specified functions. It will also be understood that each functional block 
of the block diagrams and flowchart illustrations, and combinations of functional blocks 
in the block diagrams and flowchart illustrations, can be implemented by either special 
purpose hardware-based computer systems which perform the specified functions or 
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steps, or suitable combinations of special purpose hardware and computer 
instructions. 

As background, FIG. 1 illustrates an exemplary prior art method for conducting 
an online commercial transaction between individual users of a distributed computer 
5 network, such as the Internet. Initially, individual users contact each other over the 
network and agree to the terms of a transaction (step 1 ). If the particular transaction is 
a sales transaction involving goods, for example, the purchaser mails a check, money 
order, or other suitable negotiable instrument to the seller (step 2). Once the seller 
receives the negotiable instrument, the seller deposits it with an appropriate financial 

10 institution, such as a bank (step 3). When the bank clears the check through the 
seller's account, the seller is given access to the funds (step 4). The seller then ships 
the goods to the purchaser (step 5), and the purchaser receives the goods (step 6). 
Generally, this process involves an elapsed time of approximately two to three weeks 
before the seller receives "good funds" for the transaction, and three to four weeks until 

15 the purchaser receives the goods. Moreover, this process may include the purchaser 
disclosing his/her name and address to the seller to effect the transaction, and the 
purchaser has little or no recourse if either the seller fails to deliver the goods as 
promised or the goods are damaged or otherwise misrepresented. 

The present invention comprises systems, methods, and computer program 

20 products for facilitating commercial transactions between remote individuals, wherein 
the transactions often include person-to-person transfers of funds. In a preferred 
aspect, the present invention facilitates commercial transactions comprising sales 
transactions conducted between remote individuals, such as transactions between 
users of a distributed computer network. One skilled in the art will appreciate that the 

25 phrase "person-to-person transfers of funds", as used herein, includes, for example, 
transfers from a financial account of a first party, which may be an individual or an 
entity, to the financial account of a second party, which may be an individual or an 
entity. One skilled in the art further will appreciate that a "financial account" or 
"account" can include a card account, a demand deposit account, a credit line, a 

30 money market account, a digital cash account, and/or any other financial account. 
Thus, a person-to-person transfer of funds can include card to card transfers of 
monetary value, card to demand deposit account (DDA) funds transfers, DDA to card 
transfers, card to credit line transfers, credit line to card transfers, and/or the like. 
Moreover, funds transfers in accordance with the present invention can be between 
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financial accounts held with either the same financial institution or different financial 
institutions. A "financial institution", as will be appreciated by one of ordinary skill in the 
art, can include any suitable third party, such as a bank, a card issuer, a lender, a 
credit union, and/or the like. 
5 Further, as one skilled in the art will appreciate, a "transaction card" or "card", as 

used herein, includes any device, code, or suitable financial instrument representing 
an account with a financial institution, such as a bank, a card issuer, and/or the like, 
wherein the device, code, or other suitable financial instrument has a credit line or 
balance associated with it, and wherein the credit line or balance is in a form of a 

10 financial tender having discrete units, such as currency. Moreover, a "transaction card" 
or "card", as used herein, includes any device, code, or financial instrument suitably 
configured to allow the cardholder to interact or communicate with the system, such as, 
for example, a charge card, credit card, debit card, prepaid card, telephone card, smart 
card, magnetic stripe card, bar code card, authorization/access code, personal 

15 identification number (PIN), Internet code, other identification code, and/or the like. 
Additionally, a "cardholder" or "cardmember" includes any person or entity which uses 
a transaction card and participates in the present system and may include a person 
who is simply in possession of a financial account identifier, such as an authorization 
or account code. Similarly, a "demand deposit account" may include any suitable 

20 financial account, such as a bank account (e.g., checking, savings, money market, 
credit line, etc.) or other financial account maintained by a third party (such as a 
suitably insured financial institution), such account preferably having a balance of 
substantially the same financial tender as the card. 

Communication between the parties to the transaction and the system of the 

25 present invention is accomplished through any suitable communication means, such 
as, for example, a telephone network, Intranet, Internet, point of interaction device 
(point of sale device, personal digital assistant, cellular phone, kiosk, etc.), online 
communications, off-line communications, wireless communications, and/or the like. 
One skilled in the art will also appreciate that, for security reasons, any databases, 

30 systems, or components of the present invention may consist of any combination of 
databases or components at a single location or at multiple locations, wherein each 
database or system includes any of various suitable security features, such as 
firewalls, access codes, encryption, de-encryption, compression, decompression, 
and/or the like. 
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While a person-to-person transfer may generically be described as a transfer 
from the financial account of a first party to a financial account of a second party, for 
convenience and purposes of brevity and consistency, the present disclosure generally 
refers to the first party as the purchaser and the second party as the seller. However, 
it will be recognized by those of ordinary skill in the art that the seller need not provide 
goods or services to the purchaser in exchange for the transfer of funds. While this 
often may be the case, the present disclosure is not so limited and includes 
transactions which may be gratuitous in nature, whereby the purchaser transfers funds 
from their financial account to the financial account of the seller without the seller 
providing any goods, services, or other value in exchange. 

In accordance with an aspect of the present invention, a person-to- person 
funds transfer may be facilitated by any suitable financial institution, such as a card 
issuer like American Express® Company for example, which suitably provides credit 
risk analysis and fraud risk analysis in essentially real-time, unlike other card-based 
fund transfer schemes which rely on third parties to facilitate such services. Utilization 
of third-party credit risk and fraud risk analyses, such as used in conventional funds 
transfer schemes, not only may increase the amount of time to process the funds 
transfer, but also may jeopardize the security of confidential information associated 
with the transaction due to the typical need for multiple transmissions of the relevant 
information. Furthermore, by reducing the participants in the transaction and by 
enabling the card issuer to facilitate the funds transfer, certain transaction fees and/or 
costs may be reduced or avoided entirely because the card issuer is positioned to 
profit from the increased card use, rather than simply profiting from the fees associated 
with the manner in which the card is used by individual purchasers. 

In accordance with an aspect of the present invention, FIG. 2 is a diagram 
illustrating an exemplary transaction system 200. The transaction system 200 
comprises a transaction mechanism or server 202 which facilitates and controls 
commercial transactions between a purchaser 204 and a seller 206. In order to 
complete the funds transfer from the financial account of the purchaser 204 to the 
financial account of the seller 206, the transaction mechanism 202 communicates with 
at least one of a seller's financial institution 208, which comprises a suitable financial 
account associated with the seller 206, and a purchaser's financial institution 210, 
which comprises a suitable financial account associated with the purchaser 204. In the 
case where the seller's financial account comprises a demand deposit account, for 
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example, the seller's account can include, for example, a bank account, such as a 
savings, checking, or money market account associated with the seller 206. In an 
exemplary embodiment, the communication link between the transaction mechanism 
202 and the seller's financial institution 208 can comprise a suitable connection to an 
automated clearinghouse (ACH) for facilitating bank checking account transfers, as is 
well-known to those in the industry. 

In an exemplary embodiment, the purchaser's financial institution 210 may 
comprise the transaction mechanism 202. In another exemplary embodiment, 
transaction mechanism 202 is maintained by an independent third party, such as an 
intermediary 314, as described more fully below with reference to FIG. 3. The 
communication links between and among the transaction mechanism 202, purchaser 
204, seller 206, seller's financial institution 208, and purchaser's financial institution 
210 can be implemented through one or more communications networks, such as a 
private extranet, a public Internet, and/or a third party extranet, though it will be 
recognized by those skilled in the art that other networks such as a public switch 
telephone network (PSTN) likewise may be utilized. Moreover, although the present 
invention may be suitably implemented with TCP/IP protocols, it will be readily 
appreciated that the invention also can be implemented using IPX, Appletalk, IP-6, 
NetBIOS, OSI, or any number of other protocols either currently known or hereafter 
devised. Further, in another exemplary embodiment, purchaser 204 and seller 206 are 
implemented by any suitable type of personal computer, point of interaction device, 
network computer, workstation, minicomputer, mainframe, and/or the like, which 
implementation preferably includes a suitable browser application, such as a World 
Wide Web (Web) browser, preferably having suitable encryption capability. 

In accordance with the present invention, it is preferred that either one or both of 
the purchaser 204 and seller 206 pre-register with the transaction mechanism 202. 
However, as those skilled in the art will appreciate, a specific registration of the 
purchaser 204 and/or the seller 206 is not required and registration may take place at 
any suitable time, including at the time of the transaction. During purchaser 
registration, the purchaser 204 preferably provides suitable financial account 
information, such as card information for example, and suitable purchaser identification 
information. In an exemplary embodiment, the purchaser identification and/or account 
information includes any suitable information related to the purchaser and/or the 
account, such as any one or more of the following: name, address, demographic 
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information, social security number, telephone number, account number, account 
expiration date, personal identification number associated with the account, date of 
birth, mother's maiden name, spending habit information, billing history information, 
credit history information, and/or any additional information which might identify the 
purchaser and the purchaser's financial account. The purchaser identification 
information can be used for subsequent purchaser authentication. During seller 
registration, the seller 206 preferably provides suitable financial account information 
and suitable identification information relating to an account, such as an appropriate 
card or demand deposit account for example, at the seller's financial institution 18. 
The seller's identification information can be used for subsequent authentication. In an 
exemplary embodiment, one or both of the purchaser 204 and seller 206 are 
cardmembers or cardholders of the card issuer which is providing the transaction 
mechanism 202, thereby expediting and streamlining the registration process and, in 
another exemplary embodiment, subsequent authentication and credit/fraud analysis 
processes performed by the transaction mechanism 202. 

As illustrated in FIG. 2, a transaction 212 may be initiated by one of either the 
purchaser 204 or the seller 206. The transaction 212, which is illustrated in phantom 
lines in order to represent that it is optional, may comprise the exchange of goods, 
services, or other value from the seller 206 to the purchaser 204 in exchange for a 
transfer of funds from the purchaser's financial account at the purchaser's financial 
institution 210 to the seller's financial account at seller's financial institution 208. 
However, it should be appreciated that transaction 212 need not comprise an 
exchange of goods and/or services, but rather, may comprise a gratuitous transfer of 
funds from a purchaser 204 to a seller 206. By way of example, the purchaser 204 
may be purchasing goods from the seller 206 which goods were identified through a 
classified ad, an Internet posting, an Internet auction, and/or the like, or, alternatively, 
the purchaser 204 may be transferring funds to the seller 206 for philanthropic, 
charitable, or other gift-giving purposes. Thus, depending upon the nature of the 
transaction 212, one of either the purchaser 204 or the seller 206 will initiate the 
transfer of funds by suitably providing to the transaction mechanism 202 transaction 
information. The transaction information may include identification information 
regarding one or both of the purchaser 204 and the seller 206 as well as the terms of 
the transaction, which can include suitable account information, the date and time of 
the transaction, the amount of the funds transfer, a description of the goods, services, 
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or other value, any escrow terms (such as a suitable escrow release event), and/or tne 
like. In addition, requests for value-added services, such as insurance, dispute 
resolution, postal tracking, and/or the like may be made by one or both of the 
purchaser 204 and/or the seller 206. 

The transaction mechanism 202 then suitably authenticates the seller 206 
and/or the purchaser 204 to ensure that they are the appropriate owners of their 
respective accounts. In an exemplary embodiment, the transaction mechanism 202 is 
provided by the purchaser's financial institution 210, such as the card issuer of a 
purchaser's card for example, which financial institution is able to perform suitable risk 
management functions, such as suitable credit risk and/or fraud risk analyses for 
example. The ability of the transaction mechanism 202, through a suitable financial 
institution which preferably maintains and operates the transaction mechanism 202, to 
perform credit risk and fraud risk analyses is particularly advantageous, since 
performance of these services by a third party not only delays the transaction process 
but presents an additional security risk when transmitting and processing confidential 
or transaction-sensitive information to and from the third party. Moreover, when the 
transaction mechanism 202 is provided by the purchaser's financial institution 210, 
such as a card issuer, information such as historical transactional records, account 
records, and/or the like easily can be reviewed to determine whether a credit or fraud 
risk exists. 

In another exemplary embodiment, the transaction mechanism 202 suitably 
determines whether the purchaser's financial account has a sufficient balance to 
enable the funds transfer identified in the transaction information. If the purchaser 204 
has sufficient funds available in the financial account, and suitable risk management 
and authentication processes do not result in a negative determination, the transaction 
is deemed acceptable. The transaction mechanism 202 then executes the transaction 
by debiting the purchaser's financial account and crediting a suitable escrow account 
maintained by the transaction mechanism 202. The funds debited from the 
purchaser's financial account preferably remain in the escrow account for some 
predefined period of time. The predefined period of time may be based upon the 
occurrence of a suitably defined escrow release event, such as any of the following 
events: receipt by the purchaser of the goods, services, or other value; the lapse of a 
predetermined period of time within which the purchaser may evaluate the goods, 
services, or other value and either accept or refuse delivery; and/or any other suitable, 
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predefined event. Preferably, the transaction mechanism 202 withholds the funds from 
the seller's financial account and suitably maintains the funds in the escrow account 
pending the occurrence of the escrow release event. Debiting of the escrow account 
and crediting of the seller's financial account for the amount of the funds transfer 
5 occurs once the escrow release event has transpired and the purchaser has not 
rejected the shipment. 

In another exemplary embodiment, the transaction mechanism 202 may be 
suitably configured to include a transaction fee in the amount debited from the 
purchaser's financial account, and/or the transaction mechanism 202 may be suitably 

10 configured to subtract a transaction fee from the amount credited to the seller's 
financial account. In an exemplary embodiment, the transfer of funds to the seller's 
financial account from the escrow account includes suitable communications with an 
ACH, as will be appreciated by one of ordinary skill in the art. 

In an exemplary embodiment, the transaction mechanism 202 provides value- 

15 added services which may be requested by the purchaser 204 and/or the seller 206 as 
a part of the transaction between the parties. Preferably, the value-added services 
may include insurance, dispute resolution, postal tracking, and/or similar services that 
potentially enhance the value of the transaction to the purchaser 204 and/or the seller 
206. In the event that value-added services are requested by the purchaser 204 as a 

20 part of the funds transfer, then the cost of such services is included in the amount of 
funds debited or deducted from the purchaser's financial account. Likewise, the cost 
of value-added services requested by the seller 204 are suitably withheld or deducted 
from the funds credited or added to the seller's financial account. 

In accordance with another aspect of the present invention, FIG. 3 is a diagram 

25 illustrating an exemplary transaction system 300. The transaction system 300 
comprises an intermediary 314 which suitably provides an interface between the 
purchaser 304 and the seller 306. The intermediary 314 can be any suitable third 
party. In an exemplary embodiment, intermediary 314 can include an online auction 
such as eBay® or eWanted®, an online merchant such as Amazon.com®, an online 

30 classified ad site, and/or the like. By way of example, if the intermediary 314 is eBay, 
the seller 306 may list goods for sale through the intermediary 314, for which a 
purchaser 304 may then submit bids. The intermediary 314 then suitably determines 
whether the purchaser 304 submitted the highest bid and, if so, then makes a final sale 
determination, which can include sending appropriate notice, such as by e-mail for 
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example, to both the purchaser 304 and the seller 306. Once notified, the purchaser 
304 is provided with the opportunity to select means for submitting payment to the 
seller 306, such as through a suitable card or DDA. For example, by selecting the card 
payment method, transaction information regarding the sale is transferred by 
intermediary 314 to a suitable transaction mechanism 302 provided by a suitable 
financial institution, such as a card issuer. 

As described above with reference to FIG. 2, the seller 306 preferably is pre- 
registered with the transaction mechanism 302, and the seller's financial account at the 
seller's financial institution 308 may suitably receive appropriate funds transferred from 
the purchaser's financial account at the purchaser's financial institution 310. If the 
purchaser 304 is not pre-registered, purchaser registration may take place at the time 
of the transaction with the seller 306. As discussed above, the transaction mechanism 
302 receives transaction information regarding the sale, authenticates the purchaser 
304 and the seller 306, and performs suitable credit and fraud risk management 
analyses. If the purchaser 304 has sufficient funds available in their financial account 
and the risk management and authentication processes do not result in a negative 
determination, then the transaction mechanism 302 deems the transaction acceptable 
and debits suitable funds from the purchaser's financial account. Preferably, as 
described above with reference to FIG. 2, a suitable escrow account maintained by the 
transaction mechanism 302 is credited with the funds transferred from the purchaser's 
financial account. Upon the occurrence of a suitably predefined or pre-identified 
escrow release event, the escrow account is suitably debited and the seller's financial 
account is suitably credited with the funds. Again, as described above, any suitable 
transaction or service fees are preferably included in the amount of funds debited and 
transferred from the purchaser's financial account and/or deducted from the amount of 
funds disbursed and credited to the seller's financial account. 

As is often the case with an intermediary 314, such as eBay, the transaction 
between the seller 306 and the purchaser 304 may involve the shipment of goods from 
the seller 306 to the purchaser 304. Consequently, as typically determined by the 
particular business rules of the intermediary 314, the goods are shipped by a suitable 
shipping agent 316 from the seller 306 to the purchaser 304. Preferably, as a part of 
the escrow service performed by the transaction mechanism 302, a tracking number 
will be provided by the shipping agent to the transaction mechanism 302. Upon 
confirmation that the purchaser 304 has received the goods, the transaction 
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mechanism suitably transfers the appropriate tunds to tne sellers financial account. 
Preferably, the shipping agent 316 confirms that the purchaser 304 has received the 
goods. More preferably, the transaction mechanism 302 only releases the funds to the 
seller 306 upon the suitable occurrence of any predefined escrow release event, such 
as the lapse of a specified period of time in which the purchaser 304 may evaluate and 
either accept or reject the goods. In the case that the escrow release event is not 
satisfied or that the purchaser 304 rejects the goods, the transaction may be suitably 
reversed or otherwise abandoned. In the event that there is a dispute between a 
purchaser 304 and a seller 306 regarding a particular transaction, the financial 
institution that maintains the transaction mechanism 302 may provide the parties with a 
suitable dispute resolution mechanism, such as access to any suitable system for 
providing customer service for example. 

In an exemplary embodiment, anonymity or portions of anonymity between the 
purchaser 304 and seller 306 is suitably maintained throughout the transaction 
between the parties. One skilled in the art will appreciate that any subset of 
information may remain anonymous. Preferably, the only purchaser information that is 
transmitted and known to the seller 306 is the purchaser's user identifier. Likewise, it 
is preferred that the purchaser's knowledge of the seller 306 is limited to the seller's 
user identifier. In other words, both the purchaser 304 and the seller 306 need not 
disclose their name, address, financial account information, or any other confidential 
information to one another in order to effect the transaction. In this embodiment, the 
purchaser 304 and seller 306 suitably provide their name, address, financial account 
information, and any other necessary information to the transaction mechanism 302 
upon registering with the transaction mechanism 302. In this manner, the shipping 
agent 316 suitably obtains the relevant purchaser shipping information from the 
transaction mechanism 302 to obviate any need for a seller 306 to have access to 
confidential identification information of a purchaser 304. 

It should be understood that while FIG. 3 illustrates respective communication 
links between the transaction mechanism 302 and both the purchaser 304 and the 
seller 306, the scope of the present invention extends to the transmission of 
information, such as registration information, transaction information, and/or the like, 
from either or both of the purchaser 304 and/or the seller 306 directly to the 
intermediary 314 and then from the intermediary 314 to the transaction mechanism 
302. In other words, the intermediary 314 may mediate the flow of information from 
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either/both the purchaser 304 and/or the seller 306 to the transaction mechanism 302 
without any direct communication between the either the purchaser 304 or the seller 
306 and the transaction mechanism 302. Moreover, the intermediary 314 may 
communicate directly with the transaction mechanism 302 through a suitable 
communications link or, alternatively, the transaction mechanism 302 may be 
integrated with the intermediary 314, as illustrated in the exemplary transaction system 
400 of FIG. 4. In accordance with this aspect of the present invention, the transaction 
mechanism 402, which is integrated with the intermediary 414, provides substantially 
the same functionality as the exemplary transaction mechanisms described above with 
reference to FIGS. 2 and 3, respectively. 

With reference to FIG. 5, an exemplary transactional mechanism 502 includes a 
central processor 504 in communication with other elements of the transaction 
mechanism 502 through a system interface or bus 506. A suitable display device / 
input device 508, such as a keyboard or pointing device in combination with a monitor, 
may be provided for receiving data from and outputting data to a user. A memory 510 
associated with the transaction mechanism 502 preferably includes a transactional 
control module 512, a risk management module 514, and an authentication module 
516. The memory 510 preferably further includes an operating system 518 which 
enables execution by processor 504 of the various software applications residing at 
transaction control module 512, risk management control module 514, and 
authentication module 516. Operating system 518 may be any suitable operating 
system, such as any version of Windows, MacOS, BeOS, Linux, UNIX, and/or the like. 
Preferably, a network interface 520 is provided for suitably interfacing with other 
elements of the transaction system, such as the elements described above with 
reference to FIGS. 2-4. Lastly, a storage device 522, such as a hard disk drive for 
example, preferably contains suitable files which are suitably accessed by the 
transaction control module 512, the risk management module 514, and the 
authentication module 516. 

In particular, customers' transaction records file 524 preferably comprises 
transaction information of customers who are registered with the transaction 
mechanism 502, which transaction information is used to perform suitable credit risk 
and fraud risk analyses. Likewise, customers' information records 526 comprises 
information received either from a purchaser or a seller upon registration with the 
transaction mechanism 502 or during the maintenance of the appropriate financial 
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account As used herein, a "customer may be either a purchaser or a seller who has 
a financial account with the financial institution which suitably maintains the transaction 
mechanism 502 and who is registered with the transaction mechanism 502. 
Accordingly, providing the transaction mechanism 502 with access to the appropriate 
transaction records and information records of the parties involved in the funds transfer 
facilitates essentially real time risk management by the risk management module 514. 
Similarly, authentication of the parties to the transaction may likewise be performed 
efficiently by the authentication module 516, which preferably has access to the 
records residing in storage device 522. One skilled in the art will appreciate that the 
storage device 522 and, therefore, customer transaction records 524 and customer 
information records 526 may be co-located with the transaction mechanism 502, as 
illustrated in FIG. 5, or may be remotely located with respect to the transaction 
mechanism 502. If the storage device 522 is remotely located with respect to the 
transaction mechanism 502, communication between storage device 522 and 
transaction mechanism 502 may be accomplished by any suitable communication link 
but is preferably accomplished through a private Intranet or extranet. 

Referring next to FIGS. 6 and 7, as discussed, the process flows depicted in 
these figures are exemplary embodiments of the invention only and are not intended to 
limit the scope of the invention as described above. FIG. 6 is a flow diagram 
representing an exemplary process for facilitating a commercial transaction between a 
purchaser and a seller. In accordance with the present invention, an exemplary 
process executed by a suitable transaction mechanism may include any of the 
following: registering a purchaser with the transaction mechanism (step 602); 
registering a seller with the transaction mechanism (step 604); receiving agreed upon 
transaction terms from at least one of a purchaser and a seller (step 606); receiving a 
purchaser's selection of a method for transferring monetary value to a seller (step 608); 
receiving transaction information from at least one of a purchaser and a seller (step 
610); performing authentication, credit risk, and/or fraud risk analyses (step 612); 
determining whether the transaction is acceptable (step 614); terminating the 
transaction if the transaction is not acceptable; debiting funds from a purchaser's 
financial account if the transaction is acceptable (step 616); holding the funds in an 
escrow account (step 618); releasing the funds from the escrow account and 
disbursing the funds to the seller's financial account (step 620); and crediting the funds 
to a seller's financial account (step 622). 
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In accordance with the present invention, any purchaser having a financial 
account can transfer funds from the purchaser's financial account to the financial 
account of a second party. For example, a purchaser having a card can transfer funds 
from the purchaser's card to the card or demand deposit account of any second party 
5 having such an account. As represented in FIG. 6 by step 602, the purchaser 
preferably pre-registers with a transaction mechanism, which transaction mechanism 
can be established and maintained by any suitable third party, such as a card issuer, 
as described above with reference to FIGS. 2 and 3. To register with the transaction 
mechanism, the purchaser may submit suitable purchaser registration information, 

10 such as information establishing the identity of the purchaser and information 
regarding the purchaser's financial account. The purchaser registration information 
can be suitably stored by the transaction mechanism, such as by storage device 522 of 
FIG. 5. The purchaser may communicate with the transaction mechanism by any 
means of communication known to those skilled in the art, including communications 

15 by telephone or through the use of any form of computer or point of interaction device 
having a means for communication, such as a modem, suitable wireless means for 
communication, and/or the like. If the transaction mechanism is maintained by the 
purchaser's financial institution, the purchaser can suitably register with the transaction 
mechanism at the same time that the purchaser initially completes the application for 

20 the financial account. Alternatively, the purchaser can register with the transaction 
mechanism at any suitable time, including at the time of a transaction with a seller. 

The purchaser registration information which may be used by the transaction 
mechanism can include any suitable information, such as any of the types of 
information described above with reference to FIG. 2. Upon submission of such 

25 information to the transaction mechanism, the transaction mechanism may then issue 
to the purchaser a unique user identifier, such as an identification number, code, 
password, pass phrase, and/or other suitable identifier which may be used by the 
transaction mechanism to identify the purchaser. In this manner, the purchaser's user 
identifier can be used by the transaction mechanism to identify and suitably access the 

30 purchaser's registration information at the time of a transaction between a purchaser 
and a seller. The user identifier can comprise any number or combination of letters, 
digits, or other characters. If the transaction mechanism is accessible through the 
Internet, and especially if the purchaser registers with the transaction mechanism 
through an interface at an Internet Web page, the transaction mechanism or entity 
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maintaining the transaction mechanism can e-mail the appropriate user laentmer to tne 
purchaser, optionally using any well-known means for secure communications, such as 
suitable encryption. 

As indicated at step 604, the seller preferably also registers with the transaction 
mechanism. Although FIG. 6 illustrates the registration of a seller with the transaction 
mechanism subsequent to the purchaser's registration, the seller can register with the 
transaction mechanism at any suitable time, including prior to the purchaser's 
registration and at the time of the transaction with the purchaser. As with the 
purchaser, the seller preferably provides the transaction mechanism with registration 
information to identify the seller and to identify the seller's appropriate financial 
account, such as a card or a demand deposit account, to which the transaction 
mechanism may transfer funds. The seller's registration information may include any 
suitable information, such as the seller's name, location or address, social security 
number (if appropriate), federal employer identification number, financial account 
number, financial institution, and/or any other suitable information that may be 
pertinent to a funds transfer transaction. If the seller is associated with the financial 
institution that is providing the transaction mechanism, the seller's registration 
information can be suitably stored by the storage device shown in FIG. 5. 
Furthermore, as with the purchaser, the seller suitably receives from the transaction 
mechanism a user identifier which identifies the seller to the transaction mechanism. 
After the purchaser and seller are registered with the transaction mechanism, as 
illustrated in steps 602 and 604, the purchaser and seller can suitably agree upon the 
terms of a transaction, as shown in step 606. 

The transaction illustrated in step 606 may be an exchange of goods or services 
for value, although this is not required. The transaction, for example, could include a 
transaction where the purchaser is gratuitously transferring funds from the purchaser's 
financial account to the financial account of the seller, thereby eliminating the need for 
a reciprocal exchange. The purchaser and seller may enter into the transaction 
through the Internet, such as where a purchaser seeks to purchase goods, services, or 
other value from an Internet Web site operated by the seller for example. Alternatively, 
the purchaser and seller can agree to enter into the transaction in a more conventional 
manner, such as through person-to-person communication over the telephone or in 
person for example. The particular terms of the transaction between the purchaser 
and the seller may include any suitable terms that are agreeable to the parties and 
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may address issues such as the nature or any goods, services, or otner value; tne 
amount of the funds that are to be transferred from the purchaser's financial account to 
the seller's financial account; the nature and definition of any escrow release event; the 
anticipated date or window for delivery or shipment of any goods, services, or other 
value; and/or other suitable terms and conditions pertaining to the transaction. 

After the purchaser and seller have agreed upon the terms of the transaction, 
the purchaser may be requested to select a method for transferring suitable funds to 
the seller, as indicated in step 608. The selection of a method for transferring the 
necessary funds may be completed through the transaction mechanism or, 
alternatively, through any other suitable means and then suitably communicated to the 
transaction mechanism. For instance, where the purchaser is purchasing goods, 
services, or other value from an online seller via an Internet Web site, the Web site, 
rather then the transaction mechanism, can request that the purchaser select a 
method of transferring monetary value to the seller. After the purchaser suitably 
responds to the query, such as through a pop-up display generated by the Internet 
site, the purchaser's response may be suitably communicated to the transaction 
mechanism. Alternatively, the purchaser can select a funds transfer method directly 
through the transaction mechanism, which may occur in the case where the particular 
Internet site does not request such information but, rather, allows the transaction 
mechanism to issue the relevant query. Additionally, the latter circumstance may 
occur in the case where a purchaser is transacting with a seller through a site which 
maintains the transaction mechanism, such as an online sales site maintained by a 
card issuer. 

In addition to selecting a method for transferring funds to a seller, such as 
through a card or DDA transaction, the purchaser may also select one or more value- 
added services, as indicated in step 608. For example, where the transaction 
mechanism is maintained by a card issuer, the purchaser may be able to select value- 
added services provided by the card issuer, such as purchaser's insurance, shipping 
alternatives (where the purchaser has purchased goods or, alternatively, services 
which may be embodied in documents of any suitable type), postal tracking 
alternatives, dispute resolution to mediate any dispute that may arise between the 
purchaser and seller regarding the transaction, and/or the like. It will be appreciated 
by those of skill in the art that additional value-added services may be offered by the 
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seller in addition to those offered by the third party entity maintaining the transaction 
mechanism. 

After selecting a funds transfer method and any value-added services, the 
purchaser and/or seller may provide suitable transaction information to the transaction 
mechanism for authentication, credit risk analysis, and/or fraud risk analysis, as 
represented in step 610. The transaction information can include, but is not limited to, 
the amount of funds to be transferred between the purchaser and seller, the date and 
time of the transaction, a description of the transaction, the purchaser's and seller's 
respective unique user identifiers, and any other pertinent information which may 
suitably identify the transaction as well as both the purchaser and the seller. For 
example, the transaction information can include a date and time at which the transfer 
of funds should take place. In this manner, the purchaser and seller can indicate that 
the transfer of funds can take place at a specific time in the future. Upon receiving the 
transaction information, the transaction mechanism can look-up and access the 
customer information records, which preferably include at least one of the purchaser's 
and the seller's registration and financial account information. As discussed above, 
this information preferably includes data such as the purchaser's financial account 
identifier and/or the seller's financial account identifier, as well as any additional 
information that has been suitably input in steps 602 and 604, above. 

Thereafter, as represented by step 612, the transaction mechanism may 
suitably determine whether the transaction is acceptable. In an exemplary 
embodiment, one component of this determination utilizes the transaction information 
and the purchaser and/or seller registration information to execute a fraud analysis, as 
represented by step 614. For example, where the transaction mechanism is 
established and maintained by a card issuer and the purchaser is a cardholder of a 
card issued by the card issuer, the card issuer can maintain a history of the 
purchaser's card transactions. Such card transaction history can be suitably stored 
along with the purchaser registration information in the customer information records or 
the customer transaction records, as described above. Using this historical 
information, the risk management module of the transaction mechanism can perform a 
fraud analysis by executing a fraud detection program or mechanism to determine 
whether the current transaction, or current transaction in view of recent transactions, is 
indicative of fraud. For example, where a card has been utilized to purchase multiple 
high-priced items, the fraud analysis may flag the transaction such that the transaction 
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mechanism will terminate or otherwise not permit the purchaser to complete the 
transaction. The fraud detection mechanism may suitably end the transaction, as 
represented by the negative outcome of step 612, or, alternatively, may query the 
purchaser to determine whether the purchaser is actually the proper cardholder. In the 
case of terminating the transaction without presenting further queries to the purchaser, 
the purchaser and/or the seller may be contacted through any suitable means, such as 
a real time display, e-mail, telephone, and/or the like, to notify the purchaser and/or the 
seller that the transaction was not completed. 

The transaction mechanism's determination regarding the acceptability of the 
transaction may suitably include a second component, namely a credit analysis, as 
represented by step 615, which effects a comparison of the user identifiers of 
either/both the purchaser and the seller with the user identifiers stored in the storage 
device to determine whether the transaction is acceptable. After suitably identifying 
the accounts of the parties entering into the transaction, the transaction mechanism 
may suitably analyze whether the transaction is acceptable based upon additional 
criteria. The analysis for determining transaction acceptability can be suitably 
implemented through a computer-readable storage medium encoded with processing 
instructions, as described above. Such analysis can include a determination of 
whether the purchaser has sufficient credit or funds in the financial account to 
complete the transaction. Additionally, in the event that the purchaser uses a card to 
accomplish the funds transfer to the seller, the transaction mechanism may suitably 
terminate the transaction if it determines that the purchaser's card has expired, has 
been reported as lost or stolen, or is otherwise invalid. Where the transaction 
mechanism determines, through a program or any other suitable means, that the 
transaction cannot be completed properly, the transaction mechanism will not complete 
the transaction, as seen in the negative outcome of step 612. When a negative 
outcome occurs, the purchaser and/or the seller may be contacted through any 
suitable means, such as a real time display, e-mail, telephone, and/or the like, to notify 
the purchaser and/or the seller that the transaction was not completed and to provide 
particular reasons for the termination of the transaction. 

Once a transaction is deemed to be acceptable, the transaction mechanism 
suitably completes the transaction by debiting the purchaser's financial account, as 
represented by step 616. Preferably, the transaction mechanism then transfers the 
funds to a suitable escrow account and holds the funds in the escrow account until a 
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suitable escrow release event has transpired, as represented by step 61 a. Once the 
escrow release event has transpired, the funds are then released from the escrow 
account and disbursed to the seller's financial account, as represented by step 620. In 
accordance with the terms of the transaction as agreed to by the purchaser and the 
seller, the funds then are disbursed to the seller's financial account and the seller's 
account is suitably credited with the funds, as represented by step 622. The 
transaction mechanism may automatically include any suitable transaction fees, as a 
service charge for the transaction, in the funds debited from the purchaser's financial 
account and/or may automatically deduct such fees from the funds disbursed to the 
seller's financial account. 

FIG. 7 is a flow diagram of the operation of an exemplary transaction 
mechanism in accordance with the present invention. As described above with 
reference to FIG. 6, the transaction mechanism preferably first receives registration 
information from the purchaser and the seller, as indicated by steps 702 and 704. 
Registration information may be entered by a purchaser and/or a seller using any well- 
known input device, such as a keyboard or mouse suitably connected to any type of 
computer which can suitably communicate with the transaction mechanism. The 
registration information may then be transmitted to the transaction mechanism either in 
real time or downloaded to the transaction mechanism after the registration information 
is input by the purchaser and/or the seller. 

Optionally, as is shown in step 706, the transaction mechanism may receive an 
indication that a transaction between a purchaser and a seller has been initiated. This 
indication may originate from either the purchaser or the seller or, alternatively, from an 
intermediary, which may be unrelated to the entity which maintains the transaction 
mechanism. For example, a purchaser may choose to transfer funds using an 
interface located at an intermediary's Web site. This type of funds transfer might occur 
after the intermediary has suitably queried the purchaser as to the purchaser's 
preferred funds transfer method, such as by issuing a query by using any of several 
conventional graphical interfaces or pop-up graphics that are well-known in the art. 
Alternatively, the seller may suitably initiate the transaction. 

Thereafter, as represented by step 708, the transaction mechanism receives 
suitable information regarding the purchaser's selected method for transferring funds 
to the seller, such as by a card or DDA for example, and any selected value-added 
services, as described above. This step may be facilitated by any suitable mechanism, 
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such as a suitable network connection, sucn as an internet connection, or tnrougn any 
suitable input device associated with the transaction mechanism. Preferably, at least 
one of the purchaser and the seller provides suitable transaction information to the 
transaction mechanism for authentication, credit risk, and fraud risk analyses. Once 
the transaction mechanism receives suitable transaction information, as represented 
by step 710 and as described in greater detail above, the transaction mechanism 
suitably determines whether the transaction is acceptable, as represented by step 712. 
The fraud detection mechanism executed by the risk management module of the 
transaction mechanism then suitably communicates with the customer transaction 
records and customer information records to determine whether the transaction 
represents a potential fraud risk, as represented by step 714 and as described in 
greater detail above with reference to FIG. 6. 

After the fraud detection mechanism has been executed, the transaction 
mechanism may then suitably perform a credit analysis, as represented by step 715, to 
compare the user identifiers of either/both the purchaser and the seller to the user 
identifiers stored in the storage device in an additional effort to determine whether the 
transaction is acceptable. As described above with reference to FIG. 6, after suitably 
identifying the accounts of the parties entering into the transaction, the transaction 
mechanism also may suitably determine whether the purchaser has sufficient credit or 
funds in the financial account to complete the transaction. Additionally, in the case that 
the purchaser uses a card to effect the funds transfer to the seller, the analysis can 
further include a determination of whether the card has expired, has been reported as 
lost or stolen, or is otherwise invalid. Where the transaction mechanism determines, 
through a program or any other suitable means, that the transaction cannot be 
completed properly, the transaction mechanism will not complete the transaction, as 
seen in the negative outcome of step 712. When a negative outcome occurs, the 
purchaser and/or seller may be contacted through any suitable means, such as a real 
time display, e-mail, telephone, and/or the like, to notify the purchaser and/or the seller 
that the transaction was not completed and to provide particular reasons for the 
termination of the transaction. 

Once the transaction is deemed acceptable, the transaction mechanism 
completes the transaction by debiting the purchaser's account, as represented by step 
716. Preferably, the transaction mechanism then transfers the funds to a suitable 
escrow account and holds the funds in the escrow account until a suitable escrow 
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release event has transpired, as represented oy step na. unce tne transaction 
mechanism receives information indicating that the escrow release event has 
transpired, as represented in step 720, the funds are then released from the escrow 
account and disbursed to the seller's financial account, as represented by step 722. 
The transaction mechanism also may automatically account for any suitable 
transaction fees, as a service charge for the transaction, by suitably including any such 
fees in the funds debited from the purchaser's financial account and/or by suitably 
deducting any such frees from the funds disbursed to the seller's financial account. 

Referring now to FIG. 8, another exemplary embodiment of the present 
invention includes an auction intermediary 814, such as eBay, and a shipping service 
816, such as Federal Express®, United Parcel Service®, and/or any other suitable 
shipping service. In this embodiment, the seller 806 and/or the purchaser 804 initially 
register with the transaction mechanism 802. Preferably, the seller 806 lists goods for 
sale at the Web portal provided by the auction intermediary 814, which listing results in 
a bid on the goods submitted by a purchaser. The auction intermediary 814 then 
determines who has submitted the highest bid and notifies both the high-bidding 
purchaser and the seller. The purchaser 804 then selects a method for transferring 
suitable funds to the seller, such as by a suitable transaction card or DDA. At the time 
of the transaction, the purchaser may also be presented with the option of selecting 
one or more value-added services. The purchaser transaction information is then 
suitably transmitted to the transaction mechanism 802. Likewise, the seller suitably 
provides the transaction mechanism 802 with suitable seller information for 
authentication purposes. The transaction mechanism 802 then performs suitable risk 
management analysis to determine whether the proposed transaction is associated 
with any credit and/or fraud risks. If the purchaser 804 has sufficient funds available to 
complete the transfer and if both the purchaser 804 and the seller 806 are 
authenticated (and assuming that the credit and fraud risk analyses do not result in a 
negative determination), then the transaction mechanism 802 suitably debits the 
purchaser's card or DDA by the amount of the purchase price as well as the cost of 
any selected value added sen/ices. The transaction mechanism 802 then sends a 
confirmation to the seller 806 that the purchaser's account has been debited. 
Preferably, the transaction amount then is suitably held in an escrow account 
maintained by the transaction mechanism, and once the shipping service 816 acquires 
the goods from the seller for shipment to the purchaser, the transaction mechanism 
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802 receives a tracking number from the shipping service 816. Depending upon the 
nature of the escrow, the transfer of funds to the seller's card or DDA will be delayed 
accordingly. For example, the escrow may be based upon a 3-day waiting period 
following notification to the transaction mechanism 802 of the receipt of the goods by 
5 the purchaser 804, which notification may be received directly from the purchaser 804 
or from the shipping service 816. Accordingly, the transaction mechanism 802 
disburses the appropriate funds to the seller's DDA (minus any transactional fee) at the 
seller's bank, which suitably credits the funds to the seller's financial account. If 
selected by either the purchaser or the seller, value-added services, such as 
10 purchaser's insurance and dispute resolution, may be provided as needed. 

Exemplary Transaction Flow 

As will be appreciated by one skilled in the art, the present invention admits of 
various aspects which may be implemented in any of several ways. FIGS. 9-20 

15 illustrate the flow of an exemplary transaction implemented in accordance with 
particular aspects of the present invention. However, it should be understood that this 
transaction flow is exemplary only and is not intended to limit the scope of the present 
invention as described above. 

With reference to FIG. 9, an exemplary user registration process 902 begins 

20 when an individual 904, such as an Internet user, accesses the transaction mechanism 
and requests registration with the transaction mechanism. Internet user 904 may be 
either a potential purchaser or a potential seller. As illustrated in the exemplary 
interface of FIG. 10, an Internet user may suitably register with the transaction 
mechanism by activating hyperlink 1002, which activation preferably results in the 

25 display of the terms and conditions for registration and a request that an Internet user 
input suitable registration information, as described in greater detail above. 

Once an Internet user 904 has registered with the transaction mechanism, the 
Internet user 904 may then suitably request to be logged into the transaction system, 
as represented by step 906 of FIG. 9. As illustrated in the exemplary transaction 

30 mechanism main page of FIG. 1 1 , an Internet user may suitably request the login page 
by activating hyperlink 1102, which activation preferably results in the display of a login 
page having suitable datafields. The datafields may request any suitable login 
information from an Internet user. Such login information may include, for example, a 
request for the Internet user's unique user identifier and a password or pass phrase. 
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Once the Internet user submits the requested information, the internet user is suitably 
logged into the transaction system. If the Internet user submits an invalid user 
identifier and/or password, an error message is suitably displayed, and the Internet 
user is requested to re-enter and re-submit the information. Once the Internet user is 
logged into the transaction system, the transaction system retrieves the list of 
registered card and DDA accounts held by the Internet user and displays a suitable 
interface, such as the exemplary interface of FIG. 12, which may provide any suitable 
means for either conveying information to or receiving information from the Internet 
user. As illustrated in the exemplary embodiment represented in FIG. 12, the 
transaction system preferably provides means for initiating a transaction, such as tab 
1202 for example, and may suitably display the Internet user's transaction history, as 
represented by data table 1204. Suitable data access options, such as hyperlinks 
1206 and 1208, may be provided to enable the Internet user to access any suitable 
information that may be provided by the transaction system, such as information 
pertaining to other registered financial accounts and/or means for registering additional 
financial accounts with the transaction mechanism. 

With momentary reference to FIG. 9, in an exemplary embodiment, Internet user 
904 may be either a seller 908 or a purchaser 910. If Internet user 904 is a seller 908 
who is suitably registered and logged into the transaction system, the seller 908 may 
suitably initiate a transaction through the transaction mechanism. In an exemplary 
embodiment, there are preferably two aspects involved in a seller-initiated transaction. 
First, the seller 908 suitably creates a transaction invoice, as represented by step 912. 
Then, the purchaser 910 preferably confirms or accepts the transaction, as 
represented by step 914. Preferably, at any given point during the transaction, either 
the seller 908 or the purchaser 910 may either cancel (step 916) or reverse (step 918) 
the transaction. In the event that a purchaser 910 or a seller 908 experiences any 
difficulty with the transaction mechanism or if there is a dispute between the seller 908 
and the purchaser 910, a customer service representative 920 associated with the 
third party entity which is providing the transaction mechanism may suitably provide 
any desired customer service and/or dispute resolution (step 922). 

FIG. 13 next illustrates an exemplary process for initiating a commercial 
transaction between a seller and a purchaser. In this exemplary embodiment, a seller- 
initiated transaction preferably begins when the seller submits a request to start a 
transaction, such as by activating tab 1202 of FIG. 12. Once the transaction 



31 



WO 01/33522 



PCT/US00/30483 



mechanism receives the request, the transaction mechanism determines whether the 
seller is a registered user (step 1304). If the seller is not a registered user, the 
transaction mechanism provides a suitable registration interface (step 1306), such as 
described above with reference to FIG. 10. If the seller is a registered user, the 
5 transaction mechanism provides a suitable means for initiating the transaction (step 
1308), such as by providing the exemplary interface of FIG. 14. 

The seller then suitably provides the information requested by the transaction 
mechanism (step 1310). For example, the seller enters the appropriate information 
which may be requested by various transaction datafields provided by the transaction 

10 mechanism through a suitable user interface, such as the exemplary transaction 
invoice entry page 1400 of FIG. 14. The transaction datafields provided by a suitable 
transaction entry interface may include suitable datafields of any number or form, such 
as, for example, a datafield 1402 for a prospective purchaser's email address; a 
datafield 1404 indicating a final date for the acceptable transfer of funds to the seller; a 

15 datafield 1406 for indicating the seller's reference number; a datafield 1408 for a 
transaction description, such as the identification of any intermediary, like eBay, which 
may be involved in the transaction; datafields 1410 for a description of the particular 
items that will be the subject of the transaction; datafields 1412 for indicating the 
appropriate quantity of each item described in datafield 1410; datafields 1414 for 

20 indicating the appropriate price for each item described in datafield 1410; datafields 
1416 for indicating the subtotal amount or extended price associated with the quantity 
and price for each item described in datafield 1410; a datafield 1418 for indicating a 
suitable cost for any desired value-added services, such as insurance, dispute 
resolution, postal tracking, or any other suitable value-added service; a datafield 1420 

25 for indicating the cost associated with any shipping and handling charges; datafield 
1422 for indicating any miscellaneous charges that may be associated with the 
transaction, such as any applicable taxes for example; and a datafield 1424 for 
indicating a total charge or total amount of funds to be transferred from the purchaser 
to the seller upon completion of the transaction. Additional information that may be 

30 requested from the Internet user may include the email address of the Internet user, 
any optional email message intended for the purchaser, and/or any other suitable 
information. 

Additionally, a suitable transaction entry interface may include any number or 
form of tabs, such as tab 1426 which activates the creation of additional datafields 
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1410. The additional tab or tabs may be used by the seller to activate or implement 
any suitable function which may further facilitate the transaction between the seller and 
the purchaser. For example, transaction invoice entry page 1400 may also include an 
additional datafield, or tab for accessing an additional datafield, which may request that 
the seller provide suitable information regarding an escrow release event. Such 
escrow release event information may include a particular time period within which a 
purchaser may either accept or reject any items prior to the transfer of funds from the 
escrow account to the seller's account, such as a particular number of days after the 
purchaser receives goods, services, or other value from a suitable shipping agent. 

In addition to entering the appropriate information which may be requested by 
the various transaction datafields provided by the transaction mechanism, the seller 
preferably is further requested to select a suitable financial account which will 
ultimately receive the funds transferred from the purchaser at the completion of the 
transaction. Preferably, the various options presented to the seller on the transaction 
entry interface reflect the financial account or accounts provided by the seller during 
the seller's registration with the transaction mechanism, as described above. The 
financial account selection options may include any suitable selection options which 
provide the transaction mechanism with the appropriate information. As illustrated in 
exemplary transaction invoice entry page 1400, financial account selection options 
may include selection options 1428 and 1430 which preferably indicate the type of 
financial account 1428, such as a credit card or a demand deposit account (DDA), and 
the financial account identifier 1430, such as a credit card number or a DDA number. 

As one skilled in the art will appreciate, the above described transaction entry 
interface, as well as any or all other aspects of the present invention, may include any 
suitable form of encryption and/or other security measures either currently known or 
hereafter devised. 

Once the seller completes a suitable transaction entry interface, the seller may 
either submit or cancel the transaction invoice entry (step 1312). If the seller cancels 
the transaction invoice entry, such as by activating tab 1432 of FIG. 14, the seller is 
returned to the transaction mechanism main page (step 1314), such as the exemplary 
transaction mechanism main page illustrated in FIG. 11. If the seller submits the 
transaction invoice entry page to the transaction mechanism by activating, for example, 
a suitable tab, such as tab 1432, or by pressing the enter key on a suitable input 
device, a transaction invoice is then displayed by the transaction mechanism (step 
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1316). The transaction invoice may include any suitable information entered Dy tne 
seller on the transaction entry interface and any other relevant information, such as 
any transaction or service fees charged by the transaction mechanism. As illustrated 
in the exemplary transaction invoice 1500 of FIG. 15, such information may include any 
or all of the entries corresponding to the datafields described above with reference to 
FIG. 14. In addition, the transaction invoice may include an invoice number 1536 
which may be automatically assigned by the transaction mechanism; an additional 
service fee amount 1538 which may be suitably deducted from the amount of funds 
transferred from the purchaser; a total amount 1540, net of fees, owed to the seller at 
the completion of the transaction; the date 1542 that the transaction invoice was 
created; and a status indicator 1544, which may include any suitable indicator of any 
suitable status that may be relevant to the transaction as of the display date of the 
transaction invoice, such as any of the exemplary status indicators illustrated beneath 
status key 1546 (/.a, paid, waiting on purchaser, declined by purchaser, and expired). 

After the seller completes a review of the transaction invoice, the seller may 
either decline or accept the transaction invoice (step 1318). If the seller declines the 
transaction invoice, such as by suitably activating tab 1548 of FIG. 15 for example, a 
suitable transaction interface is displayed (step 1319), such as exemplary cancel 
transaction page 1600 of FIG. 16, which may provide suitable means, such as tabs 
1602 and 1604, for either initiating a new transaction or returning to the transaction 
mechanism main page. If the seller accepts the transaction invoice, such as by 
suitably activating tab 1550 of FIG. 15 or pressing the enter key on a suitable input 
device for example, the transaction invoice is suitably stored by the transaction 
mechanism in a suitable storage device (step 1320). Then, the transaction invoice is 
preferably transmitted to both the purchaser and the seller by any suitable method, 
such as by email, facsimile, mail, and/or the like (step 1322). Preferably, the 
transaction invoice is transmitted via email to the respective email addresses of the 
purchaser and the seller. 

Once the seller's transaction invoice is transmitted to the purchaser, the 
transaction may be suitably completed when the purchaser accepts the transaction. In 
the exemplary embodiment illustrated by the flowchart of FIG. 17, when the purchaser 
receives a transmission from the transaction mechanism regarding the transaction 
invoice (step 1702), such as an email transmission having a hyperlink to a suitable 
purchaser transaction interface, the purchaser may follow the link to the transaction 
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interface (step 1704), such as the exemplary purchaser transaction review page louu 
of FIG. 18, to review the terms and conditions of the transaction as set forth by the 
seller. As illustrated in FIG. 17, a purchaser may accept a transaction by one of at 
least three methods, wherein the methods are indicated by phantom lines to represent 
5 the purchaser's optional courses of action. First, the purchaser may accept the 
transaction using a suitable card without logging into the transaction system (step 
1706). Second, the purchaser may accept the transaction by suitably logging into the 
transaction system and selecting a suitable card to transfer funds to the seller (step 
1708). Finally, the purchaser may accept the transaction by suitably logging into the 
10 transaction system and selecting a suitable DDA to transfer funds to the seller (step 
1710). 

In the first case, the purchaser accepts the transaction with a suitable card 
without logging into the transaction system. If the transaction terms and conditions are 
acceptable to the purchaser, the purchaser suitably completes the purchaser 

15 transaction review page (step 1706) by providing information regarding the purchaser's 
card to effect a suitable transfer of funds from the purchaser's card account to the 
financial account of the seller. As illustrated in exemplary purchaser transaction review 
page 1800 of FIG. 18, the purchaser enters the appropriate information which may be 
requested by various transaction datafields provided by the transaction mechanism on 

20 the purchaser transaction review page 1800. The transaction datafields provided by 
the purchaser transaction review page may include suitable datafields of any number 
or form, such as, for example, a datafield 1802 for the purchaser's name as it appears 
on the card; a datafield 1804 for indicating a card account number; a datafield 1806 for 
providing a card identification number, such as the four digits that are frequently 

25 printed on the card above the card number; and datafields 1808 for indicating the 
card's expiration date. 

Additionally, purchaser transaction review page 1800 may include any number 
or form of additional tabs or datafields. The additional tabs or datafields may be used 
by the purchaser to implement any suitable function which may further facilitate the 

30 transaction between the seller and the purchaser. For example, purchaser transaction 
review page 1800 may also include an additional datafield, or tab for accessing an 
additional datafield, which may permit the purchaser to provide or modify information 
regarding an escrow release event. Such escrow release event information may 
include a particular time period within which a purchaser may either accept or reject 
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any items prior to the transfer or tunas trom tne escrow account to tne sellers account, 
such as a particular number of days after the purchaser receives goods, services, or 
other value from a suitable shipping agent If a purchaser modifies or adds information 
to the purchaser transaction review page, such as modifying or adding information 
regarding an escrow release event, the transaction flow as described herein preferably 
includes an additional communication or transmission of the transaction terms to the 
seller so that the seller is given a suitable opportunity to either accept or decline the 
modified terms and conditions of the transaction. 

After the purchaser has suitably entered the requested information, the 
purchaser suitably submits the purchaser transaction review page to the transaction 
mechanism, such as by activating tab 1810 or pressing the enter key on a suitable 
input device for example. Once the purchaser's card information profile has been 
completed and the purchaser transaction review page is submitted, the transaction 
mechanism displays a suitable transaction invoice, such as exemplary purchaser 
transaction invoice 1900 of FIGS. 19A and 19B. At this point, the purchaser may 
either accept or decline the transaction (step 1712). If the purchaser declines the 
transaction, such as by suitably activating tab 1902 of exemplary purchaser transaction 
invoice 1900, a suitable interface is displayed (step 1714), such as exemplary 
purchaser decline transaction page 2000 of FIG. 20, which may provide any suitable 
information or means for acquiring information, such as tabs 2002 and 2004. 

If the purchaser accepts the transaction, the transaction mechanism performs a 
suitable card authorization / authentication routine, which may include suitable credit 
risk and fraud risk analyses (step 1716). If the transaction is unacceptable, either due 
to a potential fraud risk or a credit risk, the transaction mechanism cancels the 
transaction and suitably notifies, such as by email, both the purchaser and the seller 
(step 1718). If the transaction is acceptable, the transaction mechanism suitably debits 
the purchaser's account. Preferably, the transaction mechanism then credits an 
appropriate escrow account (step 1720), pending notification by either the purchaser 
and/or a shipping agent that any defined escrow release event has transpired (step 
1722). If the defined escrow release event transpires, the transaction mechanism 
suitably disburses the appropriate funds to the seller's financial account (step 1726) 
and notifies both the purchaser and the seller that the transaction has been completed 
(step 1728). However, if an escrow release event has been defined during the 
transaction by either the transacting parties or a suitable third party and the escrow 
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re i ease event is not satisfied, the transaction mecnanism eitner reverses tne 
transaction, such as by performing a suitable chargeback or some other suitable 
transaction reversal procedure, or follows a suitable dispute resolution protocol, as 
described above (step 1724). As illustrated in phantom lines in order to represent 
5 alternative process flows, if any dispute between the parties is favorably resolved, 
suitable funds may be disbursed to the seller (step 1726) and the parties may be 
notified of the completion of the transaction (step 1728). However, if any dispute is not 
favorably resolved, or if the most appropriate resolution is cancellation of the 
transaction, the transaction is suitably terminated or otherwise reversed, and the 

10 purchaser and seller are suitably notified of the termination and/or reversal of the 
transaction (step 1728). 

In the second case, the purchaser accepts the transaction by logging into the 
transaction system and selecting the option of transferring funds to the seller from the 
purchaser's card (step 1708). Alternatively, the purchaser accepts the transaction by 

15 logging into the transaction system and selecting the option of transferring funds to the 
seller from the purchaser's DDA (step 1710). In either of these situations, the 
transaction mechanism suitably processes the purchaser's login request and 
determines whether the purchaser is a registered user (step 1730). If the purchaser is 
not a registered user, the transaction mechanism provides a suitable registration 

20 interface (step 1732), such as described above with reference to FIG. 10. If the 
purchaser is a registered user, the transaction mechanism then performs steps 1712 
through 1728, as described above. 

Although the foregoing describes an exemplary seller-initiated transaction, one 
skilled in the art will appreciate that the present invention is not so limited and may be 

25 readily implemented by means of any suitable purchaser-initiated transaction or, 
alternatively, any suitable third-party-initiated transaction, such as an intermediary- 
initiated transaction. 

Exemplary Transaction Mechanism 
30 As one skilled in the art will appreciate, the transaction mechanism of the 

present invention may be suitably configured in any of several ways. It should be 
understood that the transaction mechanism described herein with reference to FIG. 21 
is but one exemplary embodiment of the invention and is not intended to limit the 
scope of the invention as described above. FIG. 21 illustrates an exemplary 
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transaction mechanism 2100 comprising a C2C Service 2104; a Transaction Manager 
2106; a Business Rules Engine 2108; an Express Net Interface Manager 2110; an 
eMailers Engine 2112; an SSL Gateway Interface Manager 2114; a C2C Logging 
Engine 21 16; and a Financial Transaction Submission Daemon 21 18. 

The C2C Service 2104 suitably processes initial transaction requests from 
Internet users 2102. Exemplary processes performed by the C2C Service 2104 
include requesting transaction information, such as card and/or DDA information, from 
an Internet user 2102 who has logged into the transaction system; validating the data 
entered by an Internet user 2102; and submitting a completed transaction invoice to 
the Transaction Manager 2106. The C2C Service 2104 communicates with the other 
components of the system through any suitable communications link, including a 
network connection such as an Intranet, extranet, and/or the like. 

The Transaction Manager 2106 performs a variety of processes which facilitate 
a transaction between a seller and a purchaser. These processes may include 
creating transaction invoices and managing them, including updating a particular 
transaction invoice at the various stages of the transaction process; sending emails to 
sellers and purchasers using the E-Mailers Engine 2112; and processing requests from 
the Virtual Point of Sale (VPOS) Capture Daemon for transactions which are eligible 
for submission to the financial capture systems, as described in greater detail below. 

The Business Rules Engine 2108 preferably provides access to a variety of 
operating standards that may be applied to any given transaction between a seller and 
a purchaser. The applicable operating standards may include, but are not limited to, 
any of the following: (1) given a transaction type and a transaction, Business Rules 
Engine 2108 may return a suitable pricing model to be applied to the transaction; (2) 
Business Rules Engine 2108 may compute a transaction fee based upon a certain 
number of basis points, which preferably is a configurable parameter generated from a 
suitable fee table (for example, one basis point = .01%, so 375 bp = 3.75% of the total 
price of the transaction); (3) Business Rules Engine 2108 may apply a flat transaction 
fee; and/or (4) given a transaction and a transaction type, Business Rules Engine 2108 
may apply a fraud model to the transaction, wherein the exemplary fraud model may 
include any of the following: (a) authorization for the purchaser's part in the 
transaction, including billing address verification and 4DBC verification of the 
purchaser; (b) verification of a lack of any relationship between the purchaser and the 
seller, wherein all transactions showing a relationship (such as "self or other personal 
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relationship) between the purchaser and the seller may De "tailed" or otherwise 
terminated; (c) application of a 3-strike rule, wherein the transaction is failed or 
terminated if a 3 rd attempt to authorize the transaction fails and an email is sent to the 
seller providing an explanation for the cancellation of the transaction; and (d) 
verification that the transaction amount has not exceeded any prescribed limits, such 
as a limit on the transaction amount and/or a limit regarding the maximum number of 
transactions that may be conducted between a first party and any other party during 
some defined period of time (such as per day, per week, per month, etc.). Preferably, 
any applicable transaction limits are provided as configurable parameters by the 
Business Rules Engine 2108. 

In the case of both verification of the purchaser's billing address and verification 
of purchaser/seller non-relationship, a 'system not available' response is possible, in 
which case the Business Rules Engine 2108 may recommend either a time-out or that 
the transaction be terminated. 

Preferably, the non-relationship verification is the first process sent to the credit 
authorizations system (CAS) from the transaction mechanism 2100, since the data for 
this process preferably is contained within the CAS rather than a separate cardmember 
system (IMS, Triumph). The CAS is an online system which analyzes charge requests 
and either approves the charge requests or refers them to an Authorizer for a decision. 
CAS preferably contains a negative file, a delinquency file, and an accumulative file. If 
the purchaser and seller pass the non-relationship verification, then an authorization 
request (with AAV and 4DBC) is sent. The authorization request preferably involves 
CAS accessing a suitable cardmember system to verify the billing address. 

The Express Net Interface Manager 2110 communicates with the Express Net, 
the utility which processes user registration and manages the accounts of registered 
users. The Express Net Interface Manager 2110 accesses the Express Net and 
acquires any suitable user data which may be desired to process a particular pending 
transaction. Preferably, the Express Net Interface Manager 2110 acquires a list of the 
Internet user's registered cards and/or DOAs as well as other unique data pertaining to 
the Internet user 2102, wherein the exemplary information may be used to process the 
transaction. 

The eMailers Engine 2112 preferably sends suitable email notifications and/or 
confirmations to both the seller and the purchaser in the case of either a merchandise 
transaction or a transfer of funds. For example, the eMailers Engine 2112 may send 



39 



WO 01/33522 



PCT/US00/30483 



an email comprising a notification which may: (1 ) notify a purchaser, preferably with an 
encrypted URL, of a transaction or funds transfer initiated by a seller and provide 
suitable means for the purchaser either to accept or decline the transaction or funds 
transfer; (2) copy the seller on the notification sent to the purchaser; and/or (3) indicate 
to both a seller and a purchaser that the purchaser has either accepted or declined a 
transaction or transfer of funds. 

The SSL Gateway Interface Manager 2114 preferably communicates with the 
SSL Gateway, which preferably includes a Payment Gateway Client Class and a CAS 
Authentication Component. The SSL Gateway is a message and file distribution 
system which accepts authorization requests online and distributes those authorization 
requests to the proper authorization system. The Payment Gateway Client Class 
preferably processes all of the protocol and transport level responsibilities that are may 
be used for communicating with the Payment Gateway Server, which operates as a 
part of the SSL Gateway. Preferably, the defined protocols include the addition of a 
MIME header to all XML messages sent to the payment gateway and the use of 
TCP/IP sockets for communication with the Payment Gateway. The CAS 
Authentication Component preferably is responsible for performing the CAS financial 
authorization processes (IS08583) as well as performing the CAS non-relationship 
verification processes based upon the new ISO message. 

The C2C Logging Engine 2116 preferably audits and error logs all events in the 
transaction system 2100. Preferably, the C2C Logging Engine 2116 logs errors in the 
transaction system 2100 into a flat file. Preferably, the CA Unicenter agent for 
production support uses this flat file. 

The Financial Transaction Submission Daemon 2118 preferably submits each 
transaction's financial transaction record, such as a credit and/or debit Virtual Point of 
Sale (VPOS) record that results from a particular card to card or card to DDA 
transaction, to a VPOS Acceptance System 2202 via the SSL Gateway 2204, as better 
seen in FIG. 22. Preferably, each individual financial transaction record is submitted to 
the VPOS Acceptance System as it is received, without being processed as part of a 
batch file. The VPOS Acceptance System receives the financial transaction record, 
formats the financial capture file, and forwards the financial capture file to the SSL 
Gateway. The SSL Gateway then forwards the financial capture file to the appropriate 
financial capture system. The submission of the financial transaction record preferably 
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is based upon a message-based protocol that is implemented by the VPOS 
Acceptance System. 

Although the invention has been described herein as facilitating commercial 
transactions between parties residing at remote locations, one of ordinary skill in the 
art will appreciate that the invention is not so limited and includes the facilitation of 
commercial transactions between co-located parties. 

It should be understood, however, that the detailed description and specific 
examples, while indicating exemplary embodiments of the present invention, are given 
for purposes of illustration only and not of limitation. Many changes and modifications 
within the scope of the instant invention may be made without departing from the spirit 
thereof, and the invention includes all such modifications. The corresponding 
structures, materials, acts, and equivalents of all elements in the claims below are 
intended to include any structure, material, or acts for performing the functions in 
combination with other claimed elements as specifically claimed. The scope of the 
invention should be determined by the appended claims and their legal equivalents, 
rather than by the examples given above. For example, the steps recited in any 
method claims may be executed in any order and are not limited to the order 
presented in the claims. Moreover, no element is essential to the practice of the 
invention unless specifically described herein as "critical" or "essential*. 
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What is claimed is: 

5 1. A method of facilitating commercial transactions, which method 

comprises the steps of: 

registering at least one of a first party and a second party with a 
transaction mechanism; 

receiving from at least one of said first party and said second party a 
10 request to debit a financial account of said first party to effectuate a transaction 
between said first party and said second party; 

receiving from at least one of said first party and said second party 
transaction information relating to said transaction between said first party and said 
second party; 

15 determining whether said transaction is acceptable based upon at least 

one of said transaction information and said request to debit said financial account 
associated with said first party; 

debiting funds from said financial account of said first party; 

disbursing said funds to a financial account associated with said second 

20 party; and 

crediting said funds to said financial account associated with said second 

party. 

2. The method of claim 1, wherein the step of debiting funds from said 
25 financial account of said first party further comprises holding said funds in an escrow 
account until an escrow release event has transpired, and wherein the method further 
comprises the step of releasing said funds from said escrow account prior to the step 
of disbursing said funds to a financial account associated with said second party. 

30 3. The method of claim 2, wherein holding said funds in an escrow account 

until an escrow release event has transpired comprises holding said funds in an 
escrow account until an occurrence of at least one of a receipt by said first party of 
goods, services, or other value from said second party and a lapse of a predefined 
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period of time within which said first party may evaluate said goods, services, or other 
value from said second party. 

4. The method of claim 1 , wherein receiving from at least one of said first 
party and said second party a request to debit a financial account associated with said 
first party comprises receiving a request to debit a financial account associated with 
said first party selected from the group consisting of a transaction card account, a 
demand deposit account, a credit line, and a money market account. 

5. The method of claim 1, wherein disbursing said funds to a financial 
account iassociated with said second party comprises disbursing said funds to a 
financial account associated with said second party selected from the group consisting 
of a transaction card account, a demand deposit account, a credit line, a digital cash 
account, and a money market account. 

6. The method of claim 1, wherein registering at least one of said first party 
and said second party comprises providing said transaction mechanism with a financial 
account identifier for identifying a financial account associated with said first party. 

7. The method of claim 6, wherein providing said transaction mechanism 
with a financial account identifier for identifying a financial account associated with said 
first party comprises providing a financial account identifier selected from the group 
consisting of a card number and a demand deposit account number. 

8. The method of claim 1 , wherein registering at least one of said first party 
and said second party comprises providing said transaction mechanism with a financial 
account identifier for identifying a financial account associated with said second party. 

9. The method of claim 8, wherein providing said transaction mechanism 
with a financial account identifier for identifying a financial account associated with said 
second party comprises providing a financial account identifier selected from the group 
consisting of a card number and a demand deposit account number. 
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10. The method ot claim 1, wnerein receiving transaction miormation relating 
to said transaction from at least one of said first party and said second party comprises 
at least one of receiving a financial account identifier associated with the financial 
account associated with said first party and receiving a financial account identifier 
associated with said financial account associated with said second party. 

11. The method of claim 1, wherein determining whether said transaction is 
acceptable further comprises performing at least one of a credit risk analysis and a 
fraud risk analysis, and wherein said transaction is deemed unacceptable if a potential 
risk associated with said transaction is unacceptable. 

12. The method of claim 1 , further comprising receiving a request for a value- 
added service from at least one of said first party and said second party. 

13. The method of claim 12, wherein receiving a request for a value-added 
service comprises receiving a request for a value-added service selected from the 
group consisting of insurance, dispute resolution, and postal tracking. 

14. The method of claim 13, wherein receiving a request for a value-added 
service comprises receiving a request for dispute resolution and wherein the method 
further comprises the step of providing a dispute resolution mechanism to mediate a 
dispute concerning said transaction between said first party and said second party. 

15. The method of claim 1, further comprising the step of receiving 
notification that said first party has received goods, services, or other value shipped 
from said second party to said first party. 

16. The method of claim 1, further comprising the step of providing an 
intermediary to facilitate said transaction between said first party and said second 
party. 

17. The method of claim 16, wherein the step of providing an intermediary 
further comprises providing an intermediary selected from the group consisting of an 
online auction, an online classified ad site, and an online merchant. 
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18. The method of claim 1, further comprising the step of providing a 
shipping agent to ship goods, services, or other value from said second party to said 
first party. 

19. The method of claim 18, wherein the step of providing a shipping agent 
further comprises maintaining by said transaction mechanism at least one of said first 
party's and said second party's identity and address in confidence with respect to 
either said first or said second party. 

20. A system for transferring financial tender from a financial account 
associated with a first party to a financial account associated with a second party, 
which system comprises: 

a transaction mechanism; 

a first party in communication with said transaction mechanism; 

a second party in communication with said transaction mechanism; 

wherein at least one of said first party and said second party registers 
with said transaction mechanism to provide said transaction mechanism with at least 
one financial account identifier to identify at least one financial account associated with 
at least one of said first party and said second party; 

wherein said transaction mechanism is in communication with a financial 
account associated with said first party and a financial account associated with said 
second party; and 

wherein, in response to a transaction request from at least one of said 
first party and said second party, said transaction mechanism debits funds from a 
financial account associated with said first party and disburses said funds to a financial 
account associated with said second party. 

21. The system of claim 20, wherein in response to a transaction request 
from at least one of said first party and said second party, said transaction mechanism 
debits funds from a financial account associated with said first party, holds said funds 
in an escrow account until an escrow release event has transpired, releases said funds 
from said escrow account, and then disburses said funds to a financial account 
associated with said second party. 
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22 The system of claim 21 , wherein said escrow release event comprises at 
least one of receipt by a purchaser of goods, services, or other value from a seller and 
the lapse of a predefined period of time within which said purchaser may evaluate said 
5 goods, services, or other value. 

23. The system of claim 20, wherein said financial account associated with 
said first party is selected from the group consisting of a transaction card account, a 
demand deposit account, a credit line, and a money market account. 

10 

24. The system of claim 20, wherein said financial account associated with 
said second party is selected from the group consisting of a transaction card account, 
a demand deposit account, a credit line, and digital cash account, and a money market 
account. 

15 

25. The system of claim 20, wherein said transaction request includes 
transaction information relating to a transfer of funds between said first party and said 
second party, and wherein said transaction mechanism authenticates at least one of 
said first party and said second party based upon said transaction information. 

20 

26. The system of claim 20, wherein said transaction request includes 
transaction information relating to a transfer of funds between said first party and said 
second party, and wherein said transaction mechanism performs at least one of a 
credit risk analysis and a fraud risk analysis to determine a potential risk associated 

25 with said transaction. 

27. The system of claim 26, wherein said transaction mechanism comprises 
customer transaction records related to said financial account associated with said first 
party, and wherein said transaction mechanism evaluates said customer transaction 

30 records to determine a risk of fraud associated with said transaction request. 

28. The system of claim 20, further comprising an intermediary in 
communication with at least one of said transaction mechanism, said first party, and 
second party. 
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29. The system of claim 28, wherein said intermediary is selected from the 
group consisting of an online auction, an online classified ad site, and an online 
merchant. 

5 

30. The system of claim 20, further comprising a shipping agent in 
communication with at least one of said transaction mechanism, said first party, and 
said second party. 

10 31. The system of claim 20, wherein said transaction mechanism performs a 

value-added service in conjunction with processing said transaction request. 

32. The system of claim 31, wherein said value-added service is selected 
from the group consisting of insurance, postal tracking, and dispute resolution. 

15 

33. A computer-readable storage medium encoded with processing 
instructions for implementing a method performed by a transaction mechanism for 
transferring financial tender from a financial account associated with a first party to a 
financial account associated with a second party, said processing instructions directing 

20 a computer to perform the steps of: 

registering at least one of a first party and a second party with a 
transaction mechanism; 

receiving from at least one of said first party and said second party a 
request to debit a financial account associated with said first party to effectuate a 
25 transaction between said first party and said second party; 

receiving from at least one of said first party and said second party 
transaction information relating to said transaction between said first party and said 
second party; 

determining whether said transaction is acceptable based upon at least 
30 one of said transaction information and said request to debit said financial account 
associated with said first party; 

debiting funds from said financial account associated with said first party; 
disbursing said funds to a financial account associated with said second 

party; and 
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crediting said funds to said financial account associated with said second 

party. 



34. The computer-readable storage medium of claim 33, wherein the step of 
5 debiting funds from said financial account of said first party further comprises holding 

said funds in an escrow account until an escrow release event has transpired, and 
wherein said processing instructions further direct a computer to perform the step of 
releasing said funds from said escrow account prior to the step of disbursing said funds 
to a financial account associated with said second party. 

10 

35. The computer-readable storage medium of claim 34, wherein the step of 
holding said funds in an escrow account until an escrow release event has transpired 
comprises holding said funds in an escrow account until an occurrence of at least one 
of receipt by said first party of goods, services, or other value from said second party 

15 and a lapse of a predefined period of time within which said first party may evaluate 
said goods, services, or other value from said second party. 

36. The computer-readable storage medium of claim 33, wherein the step of 
receiving from at least one of said first party and said second party a request to debit a 

20 financial account associated with said first party further comprises receiving a request 
to debit a financial account associated with said first party selected from the group 
consisting of a transaction card account, a demand deposit account, a credit line, a 
digital cash account, and a money market account. 

25 37. The computer-readable storage medium of claim 33, wherein the step of 

disbursing said funds to a financial account associated with said second party 
comprises disbursing said funds to a financial account associated with said second 
party selected from the group consisting of a transaction card account, a demand 
deposit account, a credit line, and a money market account. 

30 

38. The computer-readable storage medium of claim 33, wherein the step of 
registering at least one of said first party and said second party comprises providing 
said transaction mechanism with a financial account identifier for identifying a financial 
account associated with said first party. 
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39. The computer-readable storage medium of claim 38, wherein the step of 
providing said transaction mechanism with a financial account identifier for identifying a 
financial account associated with said first party comprises providing a financial 

5 account identifier selected from the group consisting of a card number and a demand 
deposit account number. 

40. The computer-readable storage medium of claim 33, wherein the step of 
registering at least one of said first party and said second party comprises providing 

10 said transaction mechanism with a financial account identifier for identifying a financial 
account associated with said second party. 



41 . The computer-readable storage medium of claim 40, wherein the step of 
providing said transaction mechanism with a financial account identifier for identifying a 
15 financial account associated with said second party comprises providing a financial 
account identifier selected from the group consisting of a card number and a demand 
deposit account number. 



42. The computer-readable storage medium of claim 33, wherein the step of 
20 receiving transaction information relating to said transaction from at least one of said 

first party and said second party comprises at least one of receiving a financial account 
identifier associated with the financial account associated with said first party and 
receiving a financial account identifier associated with said financial account 
associated with said second party. 

25 

43. The computer-readable storage medium of claim 33, wherein the step of 
determining whether said transaction is acceptable further comprises performing at 
least one of a credit risk analysis and a fraud risk analysis, and wherein said 
transaction is deemed unacceptable if a potential risk is associated with said 

30 transaction. 



44. The computer-readable storage medium of claim 33, further comprising 
the step of receiving a request for a value- added service from at least one of said first 
party and said second party. 



49 



WO 01/33522 



PCTAJS00/30483 



45. The computer-readable storage medium of claim 44, wherein the step of 
receiving a request for a value-added service comprises receiving a request for a 
value-added service selected from the group consisting of insurance, dispute 
resolution, and postal tracking. 

46. The computer-readable storage medium of claim 45, wherein the step of 
receiving a request for a value-added service comprises receiving a request for dispute 
resolution and wherein the method further comprises the step of providing a dispute 
resolution mechanism to mediate a dispute concerning said transaction between said 
first party and said second party. 

47. The computer-readable storage medium of claim 33, further comprising 
the step of receiving notification that said first party has received goods, services, or 
other value shipped from said second party to said first party. 

48. The computer-readable storage medium of claim 33, further comprising 
the step of providing an intermediary to facilitate said transaction between said first 
party and said second party. 

49. The computer-readable storage medium of claim 48, wherein the step of 
providing an intermediary further comprises providing an intermediary selected from 
the group consisting of an online auction, an online classified ad site, and an online 
merchant. 

50. The computer-readable storage medium of claim 33, further comprising 
the step of providing a shipping agent to ship goods, services, or other value from said 
second party to said first party. 

51. The computer-readable storage medium of claim 50, wherein the step of 
providing a shipping agent further comprises maintaining by said transaction 
mechanism at least one of said first party's and said second party's identity and 
address in confidence with respect to either said first party or said second party. 
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52. A device for transferring financial tender from a financial account 
associated with a first party to a financial account associated with a second party, 
which device comprises: 

a central processor; 

a storage device in communication with said central processor via a 

system bus; 

a memory connected to said central processor, wherein said memory 
includes an operating system for storing and executing a program which controls 
operation of said central processor; 

wherein said central processor is operative with a transaction mechanism 

to: 

register at least one of a first party and a second party with said 
transaction mechanism; 

receive from at least one of said first party and said second party a 
request to debit a financial account associated with said first party to effectuate a 
transaction between said first party and said second party; 

receive from at least one of said first party and said second party 
transaction information relating to said transaction; 

determine whether said transaction is acceptable based upon at 
least one of said transaction information and said request to debit said financial 
account associated with said first party; 

debit funds from said financial account associated with said first 

party; and 

disburse said funds to a financial account associated with said 

second party. 

53. The device of claim 52, wherein said central processor further is 
operative with a transaction mechanism to hold said funds in an escrow account until 
an escrow release event has transpired and to release said funds from said escrow 
account prior to disbursing said funds to a financial account associated with said 
second party. 

54. The device of claim 52, further comprising a network interface in 
communication with said central processor via a system bus. 
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55. The device of claim 52, wherein said storage device comprises a 
customer transaction records database and a customer information records database. 

5 56. The device of claim 52 wherein said memory comprises a risk 

management module, a transaction control module, and an authentication module. 

57. The device of claim 52, wherein said financial account associated with 
said first party is selected from the group consisting of a transaction card account, a 

10 demand deposit account, a credit line, a digital cash account, and a money market 
account. 

58. The device of claim 52, wherein said financial account associated with 
said second party is selected from the group consisting of a transaction card account, 

15 a demand deposit account, a credit line, and a money market account. 

59. A method of processing a plurality of commercial transactions, which 
method comprises the steps of: 

receiving a plurality of requests to debit a plurality of financial accounts; 
20 creating a financial transaction record for each of said plurality of 

requests; and 

submitting each financial transaction record individually to an acceptance 

system. 

25 60. The method of claim 59, further comprising the step of formatting a 

financial capture file and forwarding said financial capture file to a financial capture 
system. 
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Buyer's Invoice 



•5 American EipiOJt * MictOiof t internet EvptoiCi :::::::::::: 



F\(A. \% gX£H?^^ fVfccMASe^ Tk^SkCTL* J 





Consumer to C«nb*i:rfi«r Psjcmtfiis 
Invoice 

Tc: glori8publlc@yahoo.com 
From: John_sample@hotmall.com 



34S9QA Apache . 
Rug 



Sffi/OiCEft 001300925 
lir/dr.a firjsBSis-. 02/13/00 
SsiSSfjce* 23456 
S*scrfe*Wtt' eBay auction 44587956 



$300.00 $300.00 




Card Information 
^ 07 ~ £™ " m{t,t C.rdld.nliicftion* 

v — i : 

Card Account*/: 



Expiration Date: 
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Buyer Confirms Invoice (1) 



3 Amciran Eapi»» • Mictotdt inteind Etptoiei:: 



FT^. \°\ F\ £x£MPLA.«.y Toe/mAse-ft. T^^actjoJ 
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Consumer to Consumer P*ym«f;;« 
Confirm Transaction 



1c: gloriapublta@yahoo.com 
From: johnjBamptc@hotmail.com 



•NVO:€&:0013Q092S 
•nvofca Fv^ifas 02/1 3AM 
Sfc!*:sf*3&Z3456 
D%serfes:«?v eBay auction 4497955 









3459QA Apache , 
Rug 1 


1300.00 


$300.00 






20.00 






90.00 















Name 83 it appears on the Card 
Gloria Q. Public 
Card Account # 
XXXX-XXXX-XXXX 



Card Identification 
4432 

Expiration Date 
XX/XXXX 



Basic Cardmamber't Birth Oate 
01/02/1967 



I agree to the Terra 
& Condliorvs set by 
the aefJer and to pay 
the total changes on 
this invoke. 



I do not wish to 
proceed with this 
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Buyer Confirms Invoice (2) F I G\ . \°[ g> 



£X£h?i_A{lY TWcv\ASe<*. T^A.i0^ac T (o^ 




: :«<t }ft>ft^A*ior. 
Name as it appears on the Card 
Gloria Q. Public 
Card Account # 

xxxxxxxxxxxx 

Basic Cardmembers Birth Date 
01/02/19S7 

327 Johnson Court, Apt 3 

Chicago, IL 

02753 



Card Identification # 
4432 

Expiration Date 

xx/xxxx 



I agree to the IsrHii 
4 p«rjrfil"rons set by 
the seller and to pay 
the total charges on 
this invoice. 



I do not wish to 
proceed with trie 
transaction. 



Seller will not see your account information. 

All shipping, handling & insurance arrangements should be made prior to submitting your Card information. 
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B. Implementation-Level Class Diagram (X807) 

or 



~1 4r /" 



Transaction Manager 

— 8 — 



Fie. 21 



Use ft. 



n I ^ 



C2C Service 



0% 



Business Rules Engine 



Jul 



eMailers Engine 




A 



Z 



2-" 



5su <SATCu^y 



Common Email Daemon 



JL 



Financial Transactton Submission Daemon 
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Authorizations 

1) Author cation submitted by originating syste 

2) SSL Gateway routes authorization -system, 
based on Card Vpcand Merchant 

3) Author nation System 





Financial Transaction Submission 

1) C2CP capture* Invoice 

2) C2CP submits Financial Transaction one at a 
trnc, as received, to VPoS acceptance system 
3JVP0S acceptance system formats Financial 
Capture file and forwards to SSL Gate* ay 
4) SSL Gateway forwards Financial Transactors to 
the correct Financial Capture system 
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